MHO®OPMALMOHHAA NAMATKA
And ObYYAHOLWNXCA ANl PASMELWLEHNUA
HA O®PULINAJIbHbBIX MHTEPHET-PECYPCAX

C KaXabiM ro40OM MOJSIOAEXWN B MHTEPHETE CTAaHOBUTbLCSA 60/blle, @ WKOJbHUKM OAHU U3 CaMbIX
aKTUBHbIX Monb3oBaTeneln PyHeTa. Mexay TeM, MOMMMO OFPOMHOIO KOMMYECTBa BO3MOXHOCTEN,
WHTEPHET HeceT M npobnembl. ITa NaMsaATKa AO/HKHA MoMo4db Tebe 6e30MacHO HaxoaAWTbCs B
ceTu.

KomnbloTepHble BUPYChI

KOMMNbOTEPHBIN BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrpamMm, OT/INYUTENbHOM
OCOBEHHOCTbIO KOTOpPOM SIBNSAETCS CNOCOBHOCTb K pa3MHOXEHW. B gonosHeHMe K 3ToMy,
BUPYCbl MOTYT NOBPEANTb UM NMOJSTHOCTbID YHUUTOXWUTb BCe haisibl U AaHHblEe, NMOAKOHTPOJSIbHbIE
nonb3oBaTento, OT MMEeHM KOToporo Obiia 3anyuweHa 3apaXxeHHas nporpaMMa, a TaKkxe
noBpeauTb MNU AaXe YHUUYTOXWUTb OMepauMoOHHYl CUCTeMy co Bcemu darinamu B uesnoMm. B
601bLWNHCTBE C/ly4YaeB pacnpoOCTPaAHSAOTCS BUPYCbl Yepe3 MHTEpPHET.

MeToAbl 3alWnTbl OT BPeAOHOCHbIX MPOrpamMm:

1. Nicnonb3yi COBpPEMEHHbIE OMNepauUnOHHbIE CUCTEMbI, UMEKLWNE CePbE3HbIN YPOBEHb 3aLUUThI
OT BPEAOHOCHbIX NpOrpaMm;

2. TloCTOSIHHO YycTaHasnmMBan navytm (umdposble 3annaTkM, KOTOpble aBTOMaTU4eCKu
yCTaHaBiMBawTCA C uenbkd aopaboTku nporpammbl) W apyrme o6HOBNEHUSI CBOEeW
onepaumoHHOM cucTeMbl. CkaumBanl MX TONbKO C oduumnanbHOro canta paspabortumka OC. Ecnm
CyLLEeCTBYET peXuM aBTOMATUYECKOro 06HOBNEHMS, BK/OUM €ro;

3. PaboTtain Ha cBoeM KOMMblOTEpe Mo NpaBaMu NONb30BaTensl, a He agMMHUCTpaTopa. DTO He
NO3BONUT GOMbLUMHCTBY BPEAOHOCHbIX MPOrpaMM MHCTaN/MPOBATbCA Ha TBOEM MepCOHaNbHOM
KOMMNblOTEpE;

4. Wcnonb3yh aHTUBUPYCHblE TMPOrpaMMHble MPOAYKTbl W3BECTHbIX MpoOU3BOAUTENEN, C
aBToMaTMyeckuMm obHoBneHnem 6as;

5. OrpaHuyb dum3MUecKuin A0CTYyN K KOMMbIOTEPY AN NOCTOPOHHUX NnL;

6. Ucnonb3yin BHELWHME HOCUTeNnu UWHdopMaumu, Takume Kak dnewka, AUMCcK unum dann m3
WHTEpHETa, TONIbKO N3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBa KOMMbtoTEpHble (annbl, MNOAYyYEeHHble U3 HEHaAEeXHbIX UCTOYHMKOB. [axe Te
dannbl, KOTOpble Npucaan TBON 3HAaKOMbIN. Jly4ywe yTOYHM Yy HEro, oTNpaBasa M oH Tebe mx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepenayn AaHHbIX, HEe TeXHoNnorms, a Bcero nuwb 6peHa, Mapka. Ewe B
1991 roay HuaepnaHacCkas KoMNaHus 3apermctpupoBana 6peHa "WECA", uto obo3Hayano
cnosoco4eTaHme "Wireless Fidelity", koTopbIii nepeBoaMTCcs Kak "6becnpoBoaHas TOYHOCTL".

[lo Hawero BpeMeHu gowna aApyras abbpeBmnaTtypa, KOTopas SABMSETCS TAaKOW Xe TEXHOJSIOrnen.
310 abbpesmatypa "Wi-Fi". Takoe Ha3BaHue 6blN1O0 AaHO C HAMEKOM Ha CTaHAapT BbiCLIEN
3BYyKOBOW TexHuku Hi-Fi, 4To B nepeBoae o3Ha4vaeT "BblCOKash TOYHOCTL".

[a, 6ecnnaTHblli MHTEpPHET-AOCTYN B Kade, OoTensax W asponoptax SBMASETCS OTJIMYHOWM
BO3MOXHOCTbIO BblX04a B MHTEpHeT. HoO MHOrme akcnepTbl cyMTaloT, YTo obwenoctynHole Wi-Fi
ceTu He aBnsaTca 6e30nacHbIMU.



CoseTbl No 6e3onacHocT paboTbl B 06WeaocTynHbix ceTsax Wi-fi:

1. He nepepaBali CBOO NU4YHYI0 MHGOpMaumio yepe3 obuenoctynHbie Wi-Fi cetu. Pabortas B
HWX, XenaTesibHO He BBOAUTb NApOoan AOCTYyNa, JIOTUHbI U Kakne-TO HOMepa;

2. WNcnonb3yh wn OOHOBNAM aHTUBUPYCHble nporpamMmbl W 6paHaMayep. TeM caMbiM Thl
obe3onacuilb cebs OT 3aKaykm BUpyca Ha TBOE YCTPOMCTBO;

3. Mpu uncnonb3oBaHum Wi-Fi oTkaoum dpyHkumio "O6wuin aoctyn k dannam n npuHTEpam”.
JaHHas dyHKUMS 3akpbiTa NO YMOSIYAHUIO, OAHAKO HEKOTOpble Mosib30BaTeNn akTUBUPYIOT ee
Ans yaobcTBa Ucnonb3oBaHus B paboTte unun yyebe;

4. He ncnonb3yn nybnnunbin WI-FI ang nepegaym NWYHbIX AaHHbIX, HanpuMep ANs BbixoAa B
couManbHbIe CETU UM B NEKTPOHHYIO MOYTY;

5. Vcnonb3yin TONbKO 3alMiuleHHOe coeamHeHune yepe3d HTTPS, a He HTTP, T.e. npu Habope
Beb-agpeca BBoan uMeHHo "https://";

6. B mobunbHoM TenedoHe oTknounm dyHkumto "MogkntodeHme k Wi-Fi aBTomaTtmndeckn". He
AOonycKar aBToMaTMYECKOro NoAKYeHuns ycTpoincrtea K cetaMm Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CEeTU aKTUBHO BXOAAT B Haly XW3Hb, MHOrne ntoaum paboTalT M XKMBYT Tam
NOCTOSiHHO, a B Facebook yxe 3aperucrpupoBaH MuUAAMapa 4YenoBeK, 4YTO SBASETCS OOHOWM
ceAbMOl BCex XwuTenen nnaHetbl. MHOrMe nonb3oBaTesIM He MOHMMAIOT, 4YTO WMHGOopMauus,
pa3MeLLleHHass MU B COUMAlbHbIX CETSX, MOXET 6biTb HaMAeHa U UCMOSIb30BaHa KeM yrogHo, B
TOM uncne He obs3aTenbHO € 61arMMM HaMepeHUsMHU.

OcHoBHble coBeTbl N0 6€30MacHOCTU B COLMANbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y Teba B Apy3bsSX He AO/MKHO 6biTb Cy4YamHbIX U HE3HAKOMbIX
noaen;

2. 3awmuwan CBOK YacTHYK XW3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOero
POXAEHUS U APYFYH JINYHYIO WMHPOPMaUUIO. 3N0YMbIWIEHHUKNU MOryT MCNONAb30BaTb Aaxe
nHdOpMaumo 0 TOM, Kak Tbl U TBOM POAUTENN NNAHUPYETE NMPOBECTU KaHUKY/IbI;

3. 3awumwan ceoo penyTauuio - AepXu ee B 4YNCTOTe M 3adaBan cebe sonpoc: xorten 6bl Thl,
yTobbl ApyrMe nonb3oBaTenu BUAENM, UYTO Thbl 3arpyxaewb? loayMan, npexae 4Yem 4To-TO
onybnmkoBaTb, HaNUcaTb M 3arpy3unTb;

4. Ecnn Tbl roBopub C NHOAbMU, KOTOPbIX HE 3HaelWb, HE UCMNOMb3yM CBOE peasibHoEe UMSA U
OPYrYH NNYHYO0 MHPOPMALNK: UMK, MECTO XUTENbCTBa, MECTO yyebbl U npoyee;

5. U3beram pasmeweHus dgotorpacduin B MHTepHeTe, rae Tbl M306pa)keH Ha MEeCTHOCTWU, Mo
KOTOPOWM MOXHO OnpeaenuTb TBOE MeCTOMONI0XEHNE;

6. Mpun pernctpaumm B COUMANbHOM CETU HeobXxOAMMO MWCMONb30BaTb CIOXHbIE Naposw,
cocrtoswme n3 6ykB M UMdp 1 C KOMYECTBOM 3HAaKOB He MeHee 8;

7. Ana coumanbHOM CETWU, NOYTbl U APYrMX CanTOB HEOH6XOAMMO MCMONb30BaTb pa3Hbie Naposu.
Toraa ecnn Tebs B3NOMatoT, TO 3/10YMbIWAEHHUKM NONyYaT AOCTYN TO/bKO K O4HOMY MecCTy, a
He BO BCe cpasy.

3neKTp0|-|Hb|e AeHbrun

DNEKTPOHHbIE [AEHbMM - 3TO OYeHb YAO06HbIA CMoco6 nnaTexen, OAHAKO CyLIeCTBYIOT
MOLLEHHWKM, KOTOPbIE XOTAT MOMYUYNTb 3TU AEHbIN.



DNEeKTPOHHbIE [eHbrM MNOoABUINCL COBCEM HeAABHO W WMMEHHO WM3-3a 3TOr0 BO MHOMMX
rocyaapcreax Ao CMX MNop He NponMcaHo NMpo HMX B 3aKOHaXx.

B Poccunun xe oHU DYHKUMOHUPYIOT U O HUX YXXe MPOMMCAaHO B 3aKOHe, rae ux pasfenstoT Ha
HECKOJIbKO BMAOB - @HOHUMHbIE U HE @aHOHMMHble. Pa3HuUa B TOM, YTO @HOHWUMHbIE - 3TO Te, B
KOTOPbIX pa3pelaeTca npoBoAnTb onepaumn 6e3 wunaeHTUdUKaunmm nonb3oBaTens, a B
HEeaHOHMMHbIX naeHTUdKaUKNS Nofb3oBaTens asnsieTcs ob6a3aTenbHON.

Takxe crnefyeT pas3inyaTb 3/IEKTPOHHbIE PUATHbIE AEHbIMMN (PaBHbl FOCYAapCTBEHHbLIM BasiloTaM)
N 371eKTPOHHble HedumaTHble AeHbrM (He paBHbl FOCYAapPCTBEHHbLIM BantoTaMm).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 31eKTPOHHbIMU AE€HbraMu:

1. MpuBsaxn K cyeTy MObGuMNbHbIN TenedoH. DTO cambl yaobHbIM M 6bICTPbIN  CNOCO6
BOCCTA@HOBWUTb AOCTYNn K c4eTy. [lpuBsi3aHHbIA TenedoH MOMOXET, ecnn 3abyaelb CBOM
nNAaTeXHbl Naposib UK 3angellb Ha CaliT C HE3HAKOMOIo YCTPOMCTBA;

2. Ucnonb3yin ogHopa3oBble naponu. lNocne nepexoaa Ha yCUeHHYI aBTopu3auuto Tebe yxe
He 6yAeT yrpoxaTb ONACHOCTb KpaXu Uan nepexsaTta naaTexXHoro napons;

3. Bbibepu cnoxHblii naposib. lpecTtynHmkam 6yaer He npoCcTo yradaTb CAOXHbIA Naposb.
HagexHble naponu - 3To Maponu, KoTopble coaep)XaT He MeHee 8 3HAKOB M BKAKOYAKOT B cebs
CTPOYHble U NponucHble 6ykBbl, LUMDPbI M HECKONbKO CMMBOMOB, TakuMe Kak 3HaK ponnapa,
dyHTa, BOCK/IMLATENbHbIA 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NIMYHbIE AAaHHbIE HA CaMTaX, KOTOPbIM He AOBepseLlb.

OneKTpOHHas no4Tta

DNeKTpoOHHass MnoyTa - 3TO TEXHONOrMs M npenocTaBNseMble el YCIyrm no nepecblike wu
NOSTYYEHMIO 3NEKTPOHHbIX COO6LIEHWI, KOTOpble pacnpenenstoTcs B KOMMNbIOTEPHOW CeTw.
O6bI4HO 3N1EKTPOHHbIN NOYTOBbIN ALWMK BbIrNSAUT cneayrowmm obpa3zom:
UMA_Nonb3oBaTena@uMs_AoMeHa. TakXe KpoMe nepedadn MnpocTtoro TekCcTa, WMeeTcs
BO3MOXHOCTb NepeaasaTtb annbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3/1eKTPOHHOM NOYTON:

1. Hapo BbibpaTb NpaBuibHbIA MOYTOBbLIA CepBUC. B WHTEepHETe eCTb OrpoMHbIA BbI6Op
6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4ylle A0BEPATb TeM, KOro 3Haellb WU KTO NepBbli B
pENTUHTE;

2. He ykasblBalhi B JIMYHOM NOYTE NMYHYHO WHpopMaumio. Hanpumep, nydwe BbibpaTb
"My3blKanbHbIN_aHaT@" nnm "pok2013" BMecTo "Temal3";

3. WUcnonb3yn aByx3aTanHylt aBTOpM3auuio. DTO KOrga NOMMMO MNapons HYXHO BBOAUTb KOA,
npucbinaemoln no SMS;

4. Bbibepun CNoXHbI nNaponb. Ona Ka)aoro noyToBOro swmka AOSIKEH ObiTb CBOM HaAEXHbIN,
yCTONUMBbIN K B3/IOMY Naposb;

5. EcnM ecTb BO3MOXHOCTb HanmucaTb CaMOMy CBOW JIMYHbIM BOMPOC, WCNOMb3yW 3Ty
BO3MOXHOCTb;

6. cnonb3yin HECKONbKO MOYTOBbLIX AWMKOB. [epBbli ANg YacTHOM Mepernnckyn C agpecatamu,
KOTOPbIM Tbl AOBepseLllb. JTO 3/1eKTPOHHbIM aApec He HaA0 MCMOJb30BaTb NPU perncTpauum Ha
dopyMax u canTax;

7. He oTkpbiBan daiinbl n gpyrve BMOXEHUS B NUCbMaxX, AaXXe €ClM OHW MpUWAM OT TBOMUX
Apy3en. Jlydwe yTOYHU Y HUX, OTMpaBAsaan In oHn Tebe 3Tu dalinsl;

8. MNocne okoH4YaHMsA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpblTUeM BKIAAKW C CaUuTOM He
3abyab HaxxaTb Ha "BbiiTn".



Knb6epOynnuHr unm BuptyanbHoe nsgeBaTesibCTBO

KnbepbynnuHr - npecnegoBaHMe COOOLIEHUAMMU, COAEPXALUMMKM OCKOpOIEHUS, arpeccuto,
3anyrvBaHue; XYyJMraHcTBO; coumanbHoe 60MKOTUPOBaHME C MOMOLLBbID PasfiIMYHbIX MHTEPHET-
CepBUCOB.

OcHoBHble coBeTbl N0 60pbbe ¢ knbepbynnmMHrom:

1. He 6pocatica B 6oi. Jlyywmnit cnocob: nocosBeToBaTbCs Kak cebsi BECTU U, €CN HET TOoro, K
KOMYy MOXHO o06paTuTbCq, TO BHayane ycnokoutbcs. Ecam Tbl HavyHewb oOTBevyaTb
ockopbneHnaMmn Ha ockopbneHus, To ToNbKO eulle 6onblue pasoxXkellb KOHMINKT;

2. YnpaBnamn ceBoen kubeppenyTtauunei;

3. AHOHMMHOCTb B CeTU MHUMas. CyLlecTBYIT Crocobbl BbISCHUTb, KTO CTOUT 3@ @HOHWMHbIM
aKKayHTOM;

4. He cTtouT BeCTU XynuraHckum obpas BUpTyanbHOM XU3HWU. UHTepHeT (UKCUpyeT BCe TBOMU
OENCTBUSA U COXPAHAET UX. YaanuTb MX 6yaeT KpanHe 3aTpyAHUTENbHO;

5. Cobntogan cBoto BUpPTYyanbHYIO YeCTb CMOoAy;

6. WrHopuvpyn eaouHwWuHbIM Heratme. OpHopasoBble oOCKopbuTenbHble coobweHus nyduwe
nrHopuposaTtb. O6bIYHO arpeccus npekpawaeTcs Ha HavyaibHOW CTaauun;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbLIMW COOBLLUEHMSIMU, B COLMASIbHbIX CETAX
€CTb BO3MOXHOCTb 6/IOKMPOBKK OTMpaBKM COObLWEHNI C onpeaeneHHbIX aapecos;

8. Ecnn Tbl cBuaetenb knbepbynnuHra. TBouM AENCTBUSA: BbICTYNUTb NPOTUB MpecrefoBaTens,
nokasaTb €My, 4YTO ero AeNCTBUSA OLeHMBAKOTCA HEeraTMBHO, MNoAAepXaTb >XXEepPTBY, KOTOPOWM
Hy>XHa ncuxosiormyeckass NoMoLlb, COOBWNTbL B3POCAbIM O (pakTe arpecCMBHOro noseaeHus B
ceTwn.

MobunbHbIN TenecgoH

CoBpeMeHHble CcMapTdOHblI M NNaHLWeTbl coaepxaT B cebe BnonHe B3pocCiblt dyHKLUMOHAN, M
Tenepb OHM MOryT KOHKYpMpoBaTb CO CTauMOHApHbIMW KOMMbtoTepamn. OpHako, CpeacTs
3aWnTbl Ana NofaobHbIX YCTPOMCTB MOKa O4YeHb Masno. TecTMpoBaHWe M MOWUCK YSA3BMMOCTEN B
HMX MNPOUCXOAUT He TaK WMHTEHCMBHO, Kak ans MK, To e camoe Kacaetca U MOBWUNbHbIX
NPUNOXKEHUN.

CoBpeMeHHble MObUbHbIE Bpay3epbl y)Xe NpakTUYeCcKM AO0rHanu HacTONbHbIE aHanorn, ogHaKko
pacwupeHne yHKLUMOHaNa Bnedyet 3a coboi 60nbLlY CNOXHOCTb M MEHbLUYIO 3aWNLLEHHOCTb.
[Janeko He BCe nMpou3BOAUTENN BbIMyCKAOT OOHOBNEHUS, 3aKpbiBaloWwMe KpuTudeckue
YA3BUMOCTWN ANS CBOUX YCTPOMCTB.

OcHOBHble coBeTbl Ansa 6e3onacHoCcT MobunbHoro TenedoHa:

Huuero He saBngeTrcs no-HacTtoaweMy 6ecnnaTHbiM. Bydb OCTOpOXeH, Beab Korga Tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTMyT 6bITb CKPbITbl KaKMe-TO NaTHbIe YCNYru;
Oymaii, npexae yeMm oTnpaButb SMS, $oTO MM BMAeo. Tbl TOYUHO 3Haellb, rae oHn 6yayT B
KOHEYHOM uTore?

HeobxoaMMo 06HOBMATE ONEpPaLMOHHYI0 CUCTEMY TBOEro CMapTdOoHa;

Mcnonb3yin aHTUBMPYCHbIE NPOrpaMMbl ANt MOOUIbHBIX TeedOoHOB;

He 3arpyxai nNpuioXeHuss OT HEU3BECTHOro WCTOYHMKA, BeAb OHM MOryT CcoaepxaTb
BpeAOHOCHOe nporpamMMmHoe obecrneyvyeHune;



Mocne Toro Kak Tbl BbiMAeWwb C CaiTa, rae BBOAWMA NIMYHYKO MH(OPMaUMIO, 3alaAn B HACTPOMNKMU
6pay3epa n yaanu cookies;

MNMepunoanyeckn NpoBepsn, Kakme nnaTHble YCyrn akTuBMpoBaHbl Ha TBOEM HOMepE;

JaBan cBon HoOMep MO6uNbHOro TenedoHa TONbKO MOASAM, KOTOPbIX Tbl 3Hae€llb U KOMY
AoBepsieLlb;

Bluetooth pmomxeH 6bITb BbIKAKOYEH, KOraa Tbl MM He NoNnb3yewbcss. He 3abbiBalh mHoraa
npoBepsTb 3TO.

Online urpbl

CoBpeMeHHble OHMAaWH-UIPpbl - 3TO KpacoyHble, 3axXBaTbiBalOWmMe pas3eneyeHuns, obbegmnHsaowme
COTHM TbICAY YeNoBeK MO BCEMY MUPY. UIFpOKU MUCCAeaylT AaHHbIM UM Mup, obatoTca apyr C
APYroM, BbIMOAHAKT 3a4aHus, Cpa)kalTCs C MOHCTpPaMM M MOay4vatoT OnbIT. 3@ yAOBOAbCTBUE
OHW NNATAT: NOKYNalT AMCK, onfaymBaloT aboHeMeHT unm npmobpeTatoT Kakne-To onumu.

Bce aTn cpeactBa mayT Ha noadepXXaHue u pasBUTUE UMPbl, @ TakXe Ha camy 6e30MacHOCTb:
COBEpPLUEHCTBYIOTCSA CUCTEMbI aBTOpU3auMK, BbIMyCKAKOTCA HOBble NaTym (UudpoBblie 3ansaTtku
ONS NporpamMm), 3aKpbiBalOTCS YSA3BMMOCTU CEPBEPOB.

B nogobHbIX Mrpax CTOMT onacaTbCsi HE CTO/IbKO CBOWMX COMEPHUKOB, CKOJIbKO KpaXn TBOEro
naposs, Ha KOTOPOM OCHOBaHa cucTemMa aBTopusaummn 601bWMHCTBA Urp.

OcHoBHble coBeTbl N0 6€30MacHOCTX TBOEro UrPOBOro akKayHTa:

1. Ecnu gpyron nrpok BegeT ceba nioxo unum cosgaet tebe HenpuaTHOCTU, 3abnokupyn ero B
CNUCKe UrPOKOB;

2. Moxanyncs agMUHUCTpATOpaM Wrpbl Ha MNJOX0e MoBeAeHMe 3TOro Urpoka, XenaTtenbHo
NPUNOXNTb KaKmMe-TO AOKasaTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4UHy0 MHpopMaumio B npodanne urpbl;

4. YBaxaun ApYyrnx y4acTHUKOB NO Urpe;

5. He yctaHaBnueamn HeoduumanbHble NaTym U MOAbl;

6. cnonb3yn cnoXHble U pasHble Naponu;

7. Oaxe BO BpeMs Urpbl He CTOUT OTK/OYaTb aHTUBMPYC. MoKa Tbl Urpaelwb, TBOW KOMMNbIOTEP
MOryT 3apa3uThb.

DUWNHr unum KpaXxa NMIN4YHbIX OaHHbIX

O6bI4HOM Kpaxel AeHer M AOKYMEHTOB CEerofHs yXe HWUKOro He yAMBULIb, HO C pa3BUTUEM
WHTEPHET-TEXHONOIMNI  3/10YMbIWEHHUKN MepeMecTUIMCb B WHTEPHET, W NpOAO/IKAKOT
3aHuMaTbca "nobumMbiM" genomM.

Tak nosiBMnacb HoBas yrpo3a: MHTepHEeT-MOLEeHHNYeCcTBa N MULLKHIE, raBHas Lenb KOTOporo
COCTOUT B NOAYYEHUU KOHUAEeHUManbHbIX AaHHbIX MOfb30BaTesien - JIOTMHOB M Naposien. Ha
aHrnmickoM asbike phishing untaetcs kak duwunHr (ot fishing - pbibHas nosns, password -
naposb).

OcHoBHble coBeTbl N0 60pbbe ¢ DULWNHIOM:

1. Cnean 3a cBOMM akKkayHTOM. Ecnu Tbl mogo3peBaellb, YTO TBOS aHKeTa 6blna B3noMaHa, To
HeobxoauMo 3abnokuMpoBaTb €€ U CcoObWNTb agAMUHUCTPATOpaM pecypca 06 3TOM KakK MOXHO
CKopee;

2. Wcnonb3yn 6e3onacHble Beb-caliTbl, B TOM 4uUCNe, MHTEPHET-MarasuHOB W MOWUCKOBbIX
cucTeM;



3. Wcnonb3yih CnoxHble W pa3Hble naponu. TakmMm obpa3om, ecin Tebs B3noMmakT, TO
3/10YMBbILWTEHHUKM NOAYyYaT AOCTYN TONIbKO K OA4HOMY TBOEMY NPOdU0 B CETU, @ HE KO BCEM;

4. Ecnn T1ebsa B3noOManuM, TO HeobxoAMMO NpeaynpeamTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasnenbl y Tebs B Apy3bsax, 0 TOM, 4To Tebsa B3/10Mann M, BO3MOXHO, OT TBOEro MMeHn byaer
paccblaTbCA CMaM U CCbIIKM Ha (PULLMHIOBbIE CaliThl;

5. YcTtaHoBu HagexHbin naponb (PIN) Ha MO6UnbHbIA TenedoH;

6. OTK/OYKM coxXxpaHeHne napons B 6bpaysepe;

7. He oTkpbiBah dannbl U Apyrne BNOXEHUS B MUCbMax, AaXe eCcNyM OHW MPULLM OT TBOMUX
Apy3en. Jlydwe yTOYHM Y HUX, OTNpPaBAsSnv nn oHU Tebe 3Tn dalnbl.

LUndpoBas penyrauus

Undposas penytauma - 3TO HeratuBHasi WAKM NO3UTMBHasS wHdopmauus B cetn o Tebe.
KomnpomeTupytowaa mHbopMaums, pasMelleHHass B MHTEpHeTe, MOXEeT cepbe3HbiM 06pa3om
OTPa3nTbCA Ha TBOeN peasibHOM Xu3HU. "Uudposaa penytaums" - 3To TBOM UMWUAXK, KOTOPbIA
dopmupyeTca ns nHpopmaumm o tTebe B MHTepHeTe.

TBOE MeCTO XWUTenbCTBa, y4debbl, TBoe (MHAHCOBOE MNOMOXEHMe, OCOBEeHHOCTM XapaKkTepa WU
pacckasbl 0 6/1IM3KUX - BCE 3TO HaKan/MBaeTCs B CETU.

MHOrme noApOCTKM JIErKOMbBIC/IEHHO OTHOCATCS K nNybnaukauum NMYHOM MHPopMaumn B
NHTepHeTe, He NOHUMas BO3MOXHbIX NOCNEACTBUIN. Tbl AaXe HEe CMOXelb A0ragaTbCs O TOM,
yTo ¢doTorpadusa, pasMmeweHHasa 5 NeT Haszaj, crana MPUYMHOM OTKasa NpuHATL Tebsa Ha
paboTy.

KoMmMmeHTapumn, pasmelieHne tBonx dotorpaduin n gpyrme A4encTBMsS MOryT HE UCYE3HYTb Aaxe
nocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXpPaHW 3Ty MHGOpMauuto, nonana au
OHa B MNOMCKOBblE CUCTEMbl W COXpaHWIacb NI OHa, a rfnaBHoe: 4YTO noayMmakT o Tebe
OKpy>Xatouwme a1, KoTopble HanayT M yBuaaT 3To. Hantm uHdOpMaumio MHOro neTt cnycrs
cMoxeT nobor - Kak 3 Aobpbix MobyxaeHwur, Tak U C HaMepeHWeM MPUYNHUTL Bpea. IOTO
MOXeT 6bITb KTO YroAHO.

OCHOBHbIe COBETbI MO 3alnTe UMMPOBON penyTauumn:

1. Noayman, npexae 4eMm 4yTo-TO NybankoesaTb U nepenasaTb Y cebs B 61ore uan B coumanbHom
cetun;

2. B HacTtponkax npodwuns yCTaHOBM OrpaHM4YeHUss Ha MNPOCMOTP TBOero npodwuna n ero
coaepXXmmoro, caenam ero Tonbko "ang apysen";

3. He pa3mewan m He ykKasbiBall MHMOpPMaUUIO, KOTOpasl MOXET KOro-nmbo ockopbnsitb uau
obunxaTb.

ABTOpCKOe NpaBo

CoBpeMeHHble LWKOMbHUKN - aKTUBHble Mnonb3oBaTenn unmdpoBoro npocTtpaHcTtea. OgHako
AANeKo He BCe 3HalT, YTO MOSIb30BaHWE MHOMMMU BO3MOXHOCTSAMU LMPPOBOro mupa Tpebyet
cobntogeHns NpaB Ha UHTENNIeKTyanbHYH COBCTBEHHOCTb.

TepMuUH  "wHTennekTtyanbHas  COBCTBEHHOCTb" OTHOCUTCA K  pasfiMyHbIM  TBOPEHUSM
YyenoBeYvYecKoro yma, HaunHas € HOBbIX M306peTeHnn N 3HakoB, 0603HaYaOWNX CO6CTBEHHOCTb
Ha nMpoAYKTbl W YyCNyru, W 3aKaHuymBas KHuramu, doTtorpaduamm, KuHODUIbBMaMn W
MY3blKaslbHbIMW NMPOU3BEAEHUSAMMN.



ABTOpCKME MpaBa - 3TO NMpaBa Ha WUHTENNEKTYaNbHY0 CO6CTBEHHOCTb Ha NPOM3BEAEHUS HAYKH,
nuTtepaTypbl U UCKycCTBa. ABTOpPCKME MpaBa BbICTYNalT B KayecTBe rapaHTUM TOro, 4ToO
WMHTENNEeKTYyanbHbIN/TBOPYECKUIA TPy aBTopa He 6yaeT HanpacHbIM, AACT eMy CrnpaBeasvBble
BO3MOXHOCTW 3apaboTaTb Ha pe3ysbTaTax CBOEro TpyAa, NosyyYuTb U3BECTHOCTb U MpPU3HAHUE.
Hukto 6e3 paspeweHuMs aBTopa He MOXET BOCMpoOM3BOAUTL €ro npomsBeneHue,
pacnpocTpaHsaTb, Ny6AMUYHO 4EMOHCTPUPOBaATh, NpoAaBaTb, MMMOPTMPOBATb, NMyCKaTb B MpPOKaT,
Ny6aMUYHO NCNONHATDL, NOKa3bIBaTb/UCNOMHATE B 3dmMpe uam pasmewlatb B MIHTepHeTe.
Mcnonb3oBaHue "nupaTtckoro” nporpaMMHOro ob6ecnevyeHmnss MOXET NMPUBECTU K MHOTUM PUCKAM:
OT MOTEPM AaHHbIX K TBOMM aKKayHTaM A0 6/710KMPOBKW TBOEro yCTPOWCTBA, rAe YCTAaHOBJ/IEHA
HeneranbHas nporpaMMma. He cTouT Takxke 3abbiBaTb, 4YTO CYLWECTBYHT Ji€rasbHble WU
6ecnnaTHble NMporpaMMmbl, KOTOPbIE MOXHO HAaWTU B CETWU.

O noprane

CeTeBNYOK.pd - TBOW rNaBHbIM COBETUMK B CETU. 34€Cb Tbl MOXeELWb Y3HaTb 0 6@30MacHOCTU B
CETU MOHSATHLIM W AOCTYMNHbIM $A3bIKOM, @ MNpPU BO3HUKHOBEHWM KPUTUYECKOW CuUTyaumun
obpaTnTbCsa 3a COBETOM. A TaKXXe MNPUHATb ydacTMe B KOHKypCax M CTaTb CaMblM LMEPOBbLIM
rpaxgaHnHom!



