IMTPUHATO YTBEPXIEHO

PerreHuem negarorudeckoro COBETa MIKOJIbI [Tpukazom Nel05 ot 31.08.2017
«31» aBrycra 2017r. Hupexrop 'bOY COILL Ne304
(mpotokoin Ne 1) B./[.Yekuna
«31» aBrycra 2017 1.
NHCTPYKIUA

10 AHTUBHUPYCHOM 3aIuTe B HHPOPMALHOHHBIX CHCTEMAX
TI'ocynapcTBeHHOr0 0I01KEeTHOT0 00Pa30BaTeJILHOI0 YUpeKACHUS
cpeaHeii 00meo0pa3oBaTebHOM KO Ne 304
HenTpaabHoro paiona r. Cankr-IlerepOypra

1. OOrmue 1moI0KeHNus

Hacrosimas MHCcTpyKus npenHazHadyeHa 1Jid BCeX COTPYAHUKOB ['ocy1apcTBEHHOTO
OFOPKETHOTO 00pa30BaTEIHLHOIO YUPESIKICHUS CpeHeH 001meodpa3zoBaTeibHOM KOsl Ne 304
(manee — 'BOY COIII Ne 304), umeronux noctyn k nuHpopmamnronusiM cuctemam (MC) I'BOY
COILI Ne 304.

1.1 I/IHCTPYKI_II/IH YCTAaHABJIMBACT Tpe6OBaHI/I$I U OTBCTCTBCHHOCTD IIPHU OpraHru3alivn
3allIUThI I/IH(bopMaI_[I/II/I OT BO3JICHCTBUS BPCAOHOCHBIX KOMIIBIOTCPHBIX BUPYCOB.

1.2 UHcTpyKuus peryiaupyeT BOIPOChl OpraHu3alii aHTUBUPYCHON 3aIlIUThI U
TpeOOBaHUS K MOPSJIKY IPOBEACHUS aHTUBUPYCHOT'O KOHTpOoJIs ripu padore B IC I'bOY COIII

Ne 304.

2. OOecrieyeHue aHTUBUPYCHOM 3aIIUTHI

2.1 Ilopsinok opraHu3anuy aHTUBUPYCHOM 3aILUTHL.

2.1.1 JIns opranu3zanuu antuBupycHoit 3amutel UC I'BOY COIL Ne 304 nomyckarores K
UCMOJIb30BaHUIO TOJbKO cepTuduimpoBanubie PCTOK Poccun nuieH3nOHHBIE aHTUBUPYCHBIE
CpezAcTBa O0Iero NpUMEHEHUsl.

2.1.2 AHTHBHpYCHOE CpPEICTBO 3alllMTHI JIOJDKHO OBITh YCTaHOBIIEHO Ha BCE CPEICTBA
BbruncauTenbHoil TexHuku (CBT) (mpu Hamu4yuu TeXHUYecKo BO3MOKHOCTH), Bxoasmue B M1C

I'bBOY COL Ne 304.
2.13B HC T'BOY COIII Ne 304 mpaBa mo ympaBieHHUIO (aJMUHHCTPHPOBAHHIO)

CpeICTBaMHU aHTUBUPYCHOM 3aIUTHI TPEIOCTABIIEHBI TOJIBKO aIMUHUCTPATOPY HH(OPMALIMOHHON
0€30I1aCHOCTH.

2.1.4 Pa3paboTka M OCYIIECTBIICHHE MEPOIPHITAN IO TPOBEACHUIO AHTHBHPYCHOTO
KOHTPOJISI OCYLIECTBIIIETCS OTBETCTBEHHBIM 3a 3aIUTy MH(OpPMalMM C IpUBJICYEHHEM (IpU



HEOOXOJIUMOCTH) aJIMHHHCTpAaTOpa HHGOPMAIIMOHHONW O€30MacHOCTH M /WM CHEIHAIHCTOB
JUIICH3UPOBAHHOW OpTaHU3aINH.

2.1.5 JIomKHOCTHBIC JIMIIA HEe JOJKHBI A0IycKaTh ucnonb3oBanus B IC 'bOY COII Ne
304 mporpamMMHOro OOECIeYeHHs] M JIaHHBIX, HE CBS3aHHBIX C BBITIOJIHEHHEM JOJDKHOCTHBIX
00s3aHHOCTEN.

2.1.6 B UC TBOY COII Ne 304 obGecneumBaeTcsl IIEHTPAIM30BAHHOE YIIPABICHUE
(ycraHoBKa, ynaieHue, OOHOBIICHHE, KOH(GUIYpHPOBAHWE W KOHTPOJIb AKTyalbHOCTH BEpCUH
MIPOrPAaMMHOTO 00ECTICUeHUS CPEIICTB AHTUBUPYCHOM 3aIIUThI) CPEICTBAMU aHTUBUPYCHOMN

3alUThI, YCTAHOBJICHHBIMH Ha KOMIIOHCHTAaXxX HH(I)OpMa]_[HOHHOfI CUCTEMBI (aBTOMaTI/I3I/IpOBaHHLIX
pabounx MecTax).

2.1.7 B UC T'BOY COLI Ne 304 obecrneunBaeTcsi LIEHTPAIM30BAHHOE YIIPABICHHE
OOHOBJICHHEM 0a3bl IaHHBIX MTPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX IPOrPaMM (BHPYCOB).

2.1.8 PacumpeHHBbI aHTUBHUPYCHBI KOHTPOJIb IPOBOAUTCS  aJIMUHHCTPATOPOM
MH(POPMAIMOHHOM 0€30M1aCHOCTH HE PeKe OJHOT0 pa3a B MECSIIl ¥ IIPH HEOOXOAUMOCTH, B Cllyyae
IIOZO3PEHM B 3apaKEHUU BUPYCHOM IIPOTrPAMMOM.

2.1.9 Ilpu 3arpy3ke, OTKPBITHM WA HCIOJHEHHH OOBEKTOB ((ailyioB) M3 BHEIIHUX
HCTOYHHUKOB CpEJICTBAMM AHTUBUPYCHOM 3allUThl IMPOBOAUTCS aBTOMAaTHUeCKas MpOBEpKa
00bekToB ((aitos).

2.1.10 B BuptyasibHON HH(pACTPYKType oOecrednBaeTcs peanusalus U YHpaBlieHUE
AHTUBHUPYCHOMU 3aIUTOM:

2.1.10.1 mpoBepka HalW4Mg BPEAOHOCHBIX HpOrpaMM (BUPYCOB) B  XOCTOBOM
ONEPALIMOHHOM cHUCTeMe, BKJIOYas KOHTPOJb (aillloBoi cCHCTeMBbl, HaMsTH, 3aIyLIEHHBIX
IIPUJIOKEHUN U IIPOLIECCOB;

2.1.10.2 mpoBepka HAIMYHSI BPEJOHOCHBIX ITPOTPaMM B TOCTEBOH OTIEpAIIHOHHON CHCTEME,
B 1mporecce ee (yHKIMOHUPOBAHMSA, BKIOYAs KOHTPOJb (alIoBOM CUCTEMbI, MaMSTH,
3aIyIEHHBIX TPUI0KEHUH U ITPOLIECCOB.

2.2 Tlopsimox mMpoBeNeHHUS aHTUBUPYCHOTO KOHTPOJIS.

2.2.1 YcranaBnuBaeMoe (M3MEHsIEMOE) MporpaMMHOe OOecredeHHe MpeIBaAPUTEILHO
MIPOBEPSCTCS ATMHUHHCTPATOPOM HWH(POPMAIMOHHON O€30IMacHOCTH Ha OTCYTCTBHE BHPYCOB.
HenocpencTBeHHO mocie ycTaHOBKH (M3MEHEHUS) MPOTPaMMHOI0 0OecreyeHHs] KOMIIbIOTEpaA,
JOJKHA OBITH BBIMIOJIHEHA AHTHUBUPYCHAs NPOBEpPKA aJIMHHHUCTPATOPOM HWH(OOPMAIMOHHON
0€301MacHOCTH.

2.2.2 Tlpm 3arpy3ke KOMIIBIOTEpPAa CPEICTBAMH AHTHBUPYCHOHW 3aIlUTHl TPOBOTUTCS
AHTUBHUPYCHBIN KOHTPOJIb B aBTOMAaTHYECKOM PEKHIME.

2.2.3 Ilpy BO3HUKHOBEHUH TTOJ03PEHUS Ha HATMYHE KOMITBIOTEPHOTO BUpYyca (HETUITHYHAS
pabora mporpamm, MOsBICHHE TpadUUecKUX U 3BYKOBBIX JI(PGHEKTOB, MCKAKECHUU TaHHBIX,
npomnaganue (HaisioB, YacToe TIOSIBJICHHUE COOOIIEHWH O CHUCTEMHBIX OIMMOKaxX H T.II.)
nons3oBarens MC I'BOY COIIl Ne 304 caMOCTOATENbHO WJIM BMECTE C aJIMHHUCTPATOPOM

2



MH(pOPMaITMOHHON O€30MaCHOCTH TMPOBOAUT BHEOUYEPEITHONW AHTHBUPYCHBIH KOHTPOJIL CBOCH
paboueil craHIMK IS onpeaesieH s (paKTa HAIMYKS WIA OTCYTCTBHUS KOMITBIOTEPHOTO BUpYCA.

2.2.4 B cnyyae oOHapy>KeHHs IpU MPOBEACHUU aHTHBHPYCHOW MPOBEPKU 3apakeHHBIX
KOMIIBIOTEpHBIMH BHpycamH (aiiinoB nois3oBarenn UC 'BOY COLI Ne 304 o0s3aHBbI:

- MIPUOCTAaHOBUTH PabOTY;

- HEMEMJICHHO TIIOCTaBUTh B M3BECTHOCTb O (pakTe OOHApyKEHHs 3apakKeHHBIX
BUpYcOM (ail;loB pyKOBOAUTENs W aAMMHUCTpaTopa HH(OpPMAMOHHONW 0€30MacHOCTH,
BJIaJIENIbLIa 3aPAXKCHHBIX (PaiyIOB, a TAK)KE CMEXKHBIE MTO/IPa3AeICHUS, UCTIONb3YIOMIHNE 3TH (ailIbl

B pabore;

-  COBMECTHO C BJIAJIEINIbIIEM 3apaXKCHHBIX BUPYCOM (paiijIoB IpOBECTH aHATIHN3
HEOO0XOAMMOCTH TaTbHEHIIIETO UX UCTIONb30BaHUS;

- MIPOBECTH JICYCHHE WIIM YHUUTOKEHHE 3apayKeHHBIX (HaiiioB;

- B cioyyae OOHapyXeHHS HOBOTO BHUpYyCa, HE MOIJAIONIETOCS JICUECHUIO
MPUMEHSIEMbIMU aHTHUBUPYCHBIMU CpEICTBAMH, HAINpPaBUTh 3apakeHHBIM BHUpycoM dailn Ha
ChEMHOM HOCHTENIe WH(OpPMANUUA aJIMUHUCTPATOPY HWH(POPMAIMOHHONH OC30MacHOCTH IS
JTanbHEHIIeH Tepe1adyn ero B OpraHu3aluio, ¢ KOTOPOW 3aKJII0UYEH JIOTOBOP Ha aHTHBUPYCHYIO
MOAACPKKY (TP HATTUYUN);

- 1o Qakty oOHapyXeHHUs 3apaXeHHBIX BHUPYCOM (DailJIoB COCTaBUTH CIYX EOHYIO
3aMUCKy aJIMHUHUCTPATOPY MH(POPMAIMOHHON 0€30MacHOCTH, B KOTOPOM HEOOXOIUMO yKa3aTh
MIPENIOJIOKUTEIbHBIA UCTOYHUK (OTIPABUTEINS, Biajenblla U T.[.) 3apakeHHOro (aiina, Tum
3apakeHHOro (aina, xapakrtep cojepsamieiics B (Qaitne uHbopManuu, THUI BHpyca U
BBITIOJTHEHHBIE aHTUBUPYCHBIE MEPOIIPUATHS.

2.3 O6HOBiEeHNE 0a3bl JTaHHBIX PU3HAKOB BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM
(BUpyCOB).

2.3.1 AnmuHucTtpaTop MH(GOPMALMOHHONW 0€30MacHOCTH 00ecreunBaeT MOJIY4YEeHUE U3
JIOBEPEHHBIX MCTOYHHMKOB M YCTAHOBKY OOHOBJIEHMH 0a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHBIX TPOrpaMM (BUPYCOB).

2.3.2 KoHTponb 1EeNOCTHOCTH OOHOBJIEHWH 0a3bl JaHHBIX TNPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX MTPOTpaMM (BUPYCOB) OOECTIEYMBAETCS ITyTEM aBTOMATHYECKOTO TIOTYICHHS HITH
MIPEBAPUTEIIFHO CKAYMBAaEMbIX OOHOBICHWH W3 OQUIMAIbHBIX HCTOYHHKOB, HAIpUMEp, C
cepBepa OOHOBJICHHUI MTPOU3BOAUTENS AHTUBUPYCHOTO CPE/ICTBA.

OTBETCTBEHHOCTH MPH OPraHU3AIMU AHTUBUPYCHOMW 3aIUTHI

3.1 OTBeTCcTBEHHOCTH 3a opranm3aiuio antTuBupycHol 3ammuTel IC 'BOY COIL Ne 304 B
COOTBETCTBUHM C TpeOoBaHMSIMU HacTosimedl MHCTpyKIMM Bo3jiaraercss Ha aJMUHUCTpaTopa
MH(POPMALMOHHOM 6€30MaCHOCTH.

3.2 OTBETCTBEHHOCTH 32 coOu0/IeHre TpeOoBaHUi HacTosel MHCTpyKIMK Bo3araeTcs
Ha aJIMUHUCTpaTopa nHPOpMaLMOHHOM Oe3onacHocTH, anmuHucTpaTopa MC I'EOY COL Ne 304,



aIMUHUCTpATOpa BUPTYAITbHOW WHOPACTPYKTYphl W MOJb30BaTeNe, skcruryatupyrommx HMC
I'BOY COLI Ne 304.

[BOY COLU N2 304 MoanucaHo umdpoBsoii
noanucbto: F/BOY COLL Ne 304
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